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Dersin Ada

Course Name

Guvenli Programlama

Secure Programming

Ders Uygulamasi, Saat/Hafta
(Course Implementation, Hours/Week)
Kodu Yariyih Kredisi AKTS Kredisi | Ders | U_I}/gular?a LLabboratuvar
(Code) (Semester)| (Local Credits) | (ECTS Credits) (Theoretical) (Tutorial) (Laboratory)
BLG460E 8 2 4 2 - -
B6lim / Program Bilgisayar Mithendisligi Bolumii / Bilgisayar Mithendisligi Programi
(Department/Program) | Department of Computer Engineering / Computer Engineering Program
Dersin Turl SecmeliMT Dersin Dili Ingilizce
(Course Type) (Optional) (Course Language) | (English)
Dersin Onkosullari | BLG 252E Object Oriented Programming
(Course Prerequisites)
Dersin mesleki Temel Bilim Temel Mihendislik Miihendislik Tasarim | Insan ve Toplum Bilim
bilesene katkisi, % (Basic Sciences) (Engineering Science) (Engineering Design) (General Education)
(Course Category 0 20 80 0
by Content, %)

Dersin Icerigi

(Course Description)

Yazihimda giivenligi etkileyen hatalarm belirlenmesi ve giderilmesj Yigin tasima saldinlar, Komut
ilistirme saldinlar, Ters milhendislik ve kod perdeleme yontemlémiernet yérelerine yapilan saldirlar,
Programlama dillerinde izin ve yetkilerin Kkahinm, Temel kriptolojik islevler ve bunlarin bilgisayar
haberlesmesinde uygulanmasi, Temel isletim sistemi gorevleri ve yazilim giivenligini etkileyen yanlari

Determining and mitigating programming mistakes that may affect softwateitge Stack overflow
attacks Injection attacksReverse engineering and code obfuscatidtacks that target web sitddandling]
permissions and authorization in programming languaBasic cryptologic functions and their usage
computer communicatiopBasic operating system duties and its effect on software security

1. Biryazilimin gerceklenmesi sirasinda karsilasilabilecek giivenlik sorunlarim 6gretmek.
Dersin Amaci 2. Bilinen saldirilardan etkilenmeyen yazilimlar gelistirmeyi 6gretmek.
3. Uygunprogramlama aliskanliklari kazandirilarak yeni saldirilardan olabildigince az etkilenecek
yazilimlar gdistirmeyi 6gretmek.
(Course Objectives) 4.  Giivenli bir yazilim ortaya koymak igin gerekli teknik becerileri ve diisiince yapisim kazandirmalk,
1. Teaching possible security flaws that may be encountered during@ssftwplementation.
2. Students can produce software that does not be affected by kneglopheent-time vulnerabilities.
3. Students will gain defensive development style to be less affected bydetteldpment-time
vulnerabilities.
4. Students will gain the technical abilities to produce secure software.
Bu dersi basarryla tamamlayan 6grenciler;
s A 1. Bellek sizmalanna direncli program yazabilirler.
Dersin Ogrenme 2. Beklenmedikgirislerin giivenligi bozucu etkilerine karsi yazdiklar: programlari koruyabilitler.
Ciktilan 3. Standart disiliklan diizenleyerek giivenlik saglama yontemlerini bilirler.
4. Yazdiklan kaynak kodlan perdeleyebilirler.
(Course Learning 5. internet’te stk karsilasilan saldirilara kars: 6nlem alarak kod yazabilirler.
Outcomes) 6. Izinlerin ve yetkilendirmenin nasil kullanilacagin bilirler.
7. Giivenli programlama stili kazanarak olast sorunlara direngli yazilimlar olusturabilirler.
Students who pass the course will be able to:
1. Write programs who can resist memory overflows.
2. Protect the programs they write against the improbable effects of maliciouspige
3. Know the protection by sanitizing non-standard components.
4. Obfuscate their code.
5. Write programs against well-known Internet vulnerabilities.
6. Know how to use permissions and authorization.
7. Obtain defensive programming style to mitigate future vulnerabilities.




Ders Kitab David A. Wheeler, "Secure Programming HOWTO", 2015.
(Textbook)

Diger Kaynaklar 1. Fred Long, Dhruv Mohindra, Robert C. Seacord, Dean F. Sutdeiavid Svoboda,

(Other References) "Java Coding Guidelines 75 Recommendations for Reliable and SeograrRs",
Addison-Wesley2014 (ISBN:978-0321933157)

2. Robert C. Seacord, “Secure Coding in C and C++7, 2" ed., Addison-Wesley, 231 (ISBN:
9780321822130)

3. Jon Erickson, “Hacking: The Art of Exploitation”, 2" ed., No Starch Press, 2008. (ISBN
9781593271442)

4. Michael Howard, David LeBlan¢Writing Secure Code: Practical Strategies and Prov
Techniques for Building Secure Applications in a Networked WoNticrosoft Press,
2004. (ISBN:978-0735617223

Odevler ve Projeler Donem iginde dort 6dev verilecektir.

(Homework & Projects There will be four homework during the term.

Laboratuvar Uygulamalar:

(Laboratory Work)

Bilgisayar Kullanim1

(Computer Use)

Diger Uygulamalar
(Other Activities)
Basari Degerlendirme Faaliyetler Adedi Degerlendirmedeki Katkisi, %
Sistemi (Activities) (Quantity) (Effects on Grading, %)
Yil ici Smavlan 1 40
(Assessment Criteria) (Midterm Exams)
Kisa Smavlar
(Quizzes)
Odevler 4 20
(Homework)
Projeler
(Projects)

Donem Odevi/Projesi
(Term Paper/Project)

Laboratuv ar Uygulamasi
(Laboratory Work)

Diger Uygulamalar
(Other Activities)

Final Smavwvi 1 40
(Final Exam)




DERS PLANI

Dersin
Hafta Konular Ciktilan
1 Giivenligin temel kavramlar 7
2 Yigim tagirma saldirilart ve korunma yollari 1,7
3 Yigim tagirma saldirilart ve korunma yollari 1,7
4 Dinamik bellek yonetimi 1,7
5 Standarbigimde yazim saldirilar ve korunma yollar 3,7
6 Komut ilistirme saldirilari ve korunma yollart 2,7
7 Gergek saldirilardan érnekler ve ¢éziimler 7
8 Komut ilistirme saldirilar1 ve korunma yollar 2,7
9 Ters muhendislik ve kod perdeleme yontemleri 4
10 Kriptolojinin temelleri, bilgisayar haberlesmesi ilkeleri 5
11 XSS, CSRF saldirlari ve korunma yollari 5
12 Senkronizasyon sorunlari 5
13 Guncel programlama dillerinde izinlerin ve yetkilekimllanimi 6
14 Test ve satik analiz araglar 7
COURSE PLAN
Course
Weeks Topics QOutcomes
1 Basic concepts of security 7
2 Buffer overflow attacks and defenses 1,7
3 Buffer overflow attacks and defenses 1,7
4 Dynamic memory management 1,7
5 Canonicalization attacks and defenses 3,7
6 Injection attacks and defenses 2,7
7 Real-world attacks examples and their solutions 7
8 Injection attacks and defenses 2,7
9 Reverse engineering and obfuscation methods 4
10 Basics of cryptology, principles of computer communication 5
11 XSS & CSRF attacks and defenses 5
12 Race conditions 5
13 Permission and authorization mechanisms in contemporary languages 6
14 Test and static analysis tools 7




Dersin Bilgisayar Miihendisligi Programyla iliskisi

(1: “az”, 2: “kismi”, 3: “Tam”, Eger cevabmiz “Hi¢biri” ise bos birakimz.)

Katk
Bilgisayar Miihendisligi Programi Ciktilar1 ve Performans Olgiitleri Seviyesi
1] 2 3
a Matematik, temel bilimler ve miihendislik bilgilerini bilgisayar miihendisligi alaninda uygulama X
becerisi
b | Deneytasarlayip yiiriitebilme ve verileri analiz edip yorumlama becerisi X
Bir sistemi, sistem bilesenini veya siireci; ekonomik, ¢evresel, sosyal, politik, etik, iiretilebilirlik,
¢ | surdurilebilirlik, emniyet ve kaza 6énleme gibi istenilen gereksinimler karsilayacak sekilde tasarlama X
becerisi
d Mevcut bir yapiy: veya sistemi elestirel yaklasimla gozleme, irdeleme ve sonugta diizeltme ve iyilestirme X
becerisi
e | Birden ¢ok disiplinden olusan bir talkam ¢alismas yiiriitebilme becerisi
f | Mihendislik problemlerini belirleme, formile etme ve ¢dzme becerisi X
Mesleki ve etik sorumluluklar kavrama X
Etkin sozlii ve yazili iletisim kurabilme becerisi
i Miihendislik ¢6ziimlerinin kiiresel, toplumsal ve ¢evresel boyutlarda etkisini kavramak i¢in gereken genis X
kapsamh bir eZitime sahip olma
j Yasam boyu 6grenme geregini algilams ve kendi kendine 6&renme yetenegini kazanms olma
k | Giincel/Cagdas konulara iligkin bilgi sahibi olma
| Miihendislik uygulamalan icin gerekli teknikleri, yetenekleri ve modern miihendislik ara¢ ve gereclerini
kullanabilme becerisi
m | Degisen kosullara uyum saglama yetenegi X
1. Az, 2. Orta, 3. Yiuksek
Relationship between the Course and Computer Engineering Curriculum
(1: “Little”, 2: “Partial”, 3: “Full”, Leave blank if your answer is “None”)
Level of
Computer Engineering Department Program Outcomes and Performare Criteria Contribution
1] 2 3
a | an ability to apply knowledge of mathematics, science, and engineegito the field of computer X
engineering
b | an ability to design and conduct experiments, as well as to anayand interpret data X
an ability to design a system, component, or process to meet desimeeds within realistic constraints such
¢ | as economic, environmental, social, political, ethical, health and safetpanufacturability, and X
sustainability
g |an ability to observe and examine an existing structure or systein a criticizing attitude and finally X
correct or enhance it
e | an ability to function on multi-disciplinary teams
f | an ability to identify, formulate, and solve engineering problera X
an understanding of professional and ethical responsibility X
an ability to communicate effectively
i the broad education necessary to understand the impact ehgineering solutions in a global, economic, X
environmental and societal context
j a recognition of the need for, and an ability to engage infé-long learning
k | a knowledge of contemporary issues
I an ability to use the techniques, skills, and modern engineeririgols necessary for engineering practice
m | an ability to adapt to changing conditions X

1: Low, 2. Medium, 3. High
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