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� Course Name 

Güvenli Programlama Secure Programming 
 

 
 

Kodu 
(Code) 

 
 

������� 
(Semester) 

 
 

Kredisi 
(Local Credits) 

 
 

AKTS Kredisi 
(ECTS Credits) 

���� ����������� ����� �!�� 
(Course Implementation, Hours/Week) 
Ders 

(Theoretical) 
Uygulama 
(Tutorial) 

Laboratuvar 
(Laboratory) 

BLG460E 8 2 4 2 - - 

Bölüm / Program 
(Department/Program) 

"#$%#&'(') *+,-./#&$#0# "1$+2+ 3 "#$%#&'(') *+,-./#&$#0# 4)5%)'26  
Department of Computer Engineering /  Computer Engineering Program 

Dersin Türü 
(Course Type) 

Seçmeli MT 
(Optional) 

Dersin Dili 
(Course Language) 

7.%#$#89- 
(English) 

������ :�;<=>���� 
(Course Prerequisites) 

BLG 252E Object Oriented Programming 

Dersin mesleki 
?���=��� ;@;���A % 
(Course Category  
by Content, %) 

Temel Bilim 
(Basic Sciences) 

Temel Mühendislik 
(Engineering Science) 

BCDEFGHIJHK LMIMNOP 
(Engineering Design) 

QFIMF RE LSTJUP VHJHP 
(General Education) 

0 20 80 0 
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(Course Description) 
 
 

Z[\]^]_`[ abcde^fgf dhif^djde k[h[^[l]e md^fl^de_dnf cd giderilmesi, Z]g]e h[o]l_[ n[^`]l]^[l], Komut 
f^fohfl_d n[^`]l]^[l], Ters mühendislik ve kod perdeleme yöntemleri, pehdledh jqld^dlfed j[r]^[e n[^`]l]^[l, 
Programlama dillerinde izin ve yetkilerin kul^[e]_], Temel kriptolojik fo^dc^dl cd mse^[l]e mf^afn[j[l
k[mdl^do_dnfe`d sjas^[e_[n], td_d^ fo^dhf_ nfnhd_f aqldc^dlf cd j[\]^]_ abcde^fgfef dhif^djde j[e^[l] 

Determining and mitigating programming mistakes that may affect software security, Stack overflow 
attacks, Injection attacks, Reverse engineering and code obfuscation, Attacks that target web sites, Handling 
permissions and authorization in programming languages, Basic cryptologic functions and their usage in 
computer communications, Basic operating system duties and its effect on software security 

 
������ 	uv� 
 
(Course Objectives) 
 

1. wfl j[\]^]_]e adlxdi^de_dnf n]l[n]e`[ i[lo]^[o]^[mf^dydi abcde^fi nzlse^[l]e] qgldh_di{ 
2. wf^fede n[^`]l]^[l`[e dhif^de_djde j[\]^]_lar ad^fohfl_djf qgldh_di. 
3. Uygun rlzal[_^[_[ [^]oi[e^]i^[l] i[\[e`]l]^[l[i jdef n[^`]l]^[l`[e z^[mf^`fgfeyd [\ dhif^dedydi

j[\]^]_^[l gê fohfl_djf qgldh_di. 
4. |bcde^f mfl j[\]^]_ zlh[j[ izj_[i fxfe adldi^f hdiefi mdydlf^dlf cd `bobeyd j[r]n]e] i[\[e`]l_[i{  
1. Teaching possible security flaws that may be encountered during software implementation. 
2. Students can produce software that does not be affected by known development-time vulnerabilities. 
3. Students will gain defensive development style to be less affected by future development-time 

vulnerabilities. 
4. Students will gain the technical abilities to produce secure software. 
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(Course Learning 
Outcomes) 
 

ws `dlnf m[o[l]j^[ h[_[_^[j[e qgldeyf^dl~  
1. wd^^di n]\_[^[l]e[ `fldex^f rlzal[_ j[\[mf^fl^dl{ 
2. Beklenmedik aflfo^dlfe abcde^fgf mz\sys dhif^dlfed i[lo] j[\`]i^[l] rlzal[_^[l] izlsj[mf^fl^dl{ 
3. �h[e`[lh `]o]^]i^[l] `b\de^djdldi abcde^fi n[g^[_[ jqehd_^dlfef mf^fl^dl{ 
4. Z[\`]i^[l] i[je[i iz`^[l] rdl`d^djdmf^fl^dl{ 
5. pehdledh�hd n]i i[lo]^[o]^[e n[^`]l]^[l[ i[lo] qe^d_ alarak kod yazabilirler. 
6. p\fe^dlfe cd jdhif^de`fl_defe e[n]^ is^^[e]^[y[g]e] mf^fl^dl{ 
7. |bcde^f rlzal[_^[_[ nhf^f i[\[e[l[i z^[n] nzlse^[l[ `fldex^f j[\]^]_^[l z^sohsl[mf^fl^dl{ 

Students who pass the course will be able to: 
1. Write programs who can resist memory overflows. 
2. Protect the programs they write against the improbable effects of malicious user input. 
3. Know the protection by sanitizing non-standard components. 
4. Obfuscate their code. 
5. Write programs against well-known Internet vulnerabilities. 
6. Know how to use permissions and authorization. 
7. Obtain defensive programming style to mitigate future vulnerabilities. 



 
���� ��@?� 
(Textbook) 

David A. Wheeler, "Secure Programming HOWTO", 2015. 

��Y�� ���;�� 
(Other References) 

1. Fred Long, Dhruv Mohindra, Robert C. Seacord, Dean F. Sutherland, David Svoboda, 
"Java Coding Guidelines 75 Recommendations for Reliable and Secure Programs", 
Addison-Wesley, 2014. (ISBN: 978-0321933157) 

2. �zmdlh �{ �d[yzl`� ��dysld �z`fea fe � [e` ����� �nd ed., Addison-Wesley, 2013. (ISBN: 
978-0321822130) 

3. �ze 	lfyinze� �
[yifea� tkd �lh z 	�r^zfh[hfze�� �nd ed., No Starch Press, 2008. (ISBN: 
978-1593271442) 

4. Michael Howard, David LeBlanc, �Writing Secure Code: Practical Strategies and Proven 
Techniques for Building Secure Applications in a Networked World�, Microsoft Press, 
2004. (ISBN: 978-0735617223) 

Ödevler ve Projeler 
 
(Homework & Projects 

Dönem içinde dört ödev verilecektir. 

There will be four homework during the term.  

Laboratuv� ���>�u��� 
 
(Laboratory Work) 

 
 
 

�������� �>����u� 
 
(Computer Use) 
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(Other Activities) 
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��u� 
Sistemi  
 
(Assessment Criteria) 
 

Faaliyetler 
(Activities) 

Adedi 
(Quantity) 

����������������� �������, % 
(Effects on Grading, %) 

��� ��� ��������� 
(Midterm Exams) 

1 40  

���� �������� 
(Quizzes) 

  

Ödevler 
(Homework) 

4 20 

Projeler 
(Projects) 

  

Dönem Ödevi/Projesi 
(Term Paper/Project) 

  

Laboratuv�� ���������� 
(Laboratory Work) 

  

����� ����������� 
(Other Activities) 

  

����� ������ 
(Final Exam) 

1 40 

 
  



DERS PLANI  
 

 
Hafta 

 
Konular 

Dersin  
}�;@���� 

1 ���������� ��	�� 
����	��� 7 
2 ��� ����	� �������� �� 
����	� ������ 1, 7 
3 ��� ����	� �������� �� 
����	� ������ 1, 7 
4 Dinamik bellek yönetimi 1, 7 
5 Standart ����	�� ���	 �������� �� 
����	� ������ 3, 7 
6 ��	�� �������	� �������� �� 
����	� ������ 2, 7 
7 �����
 ����������� ����
��� �� ����	��� 7 
8 ��	�� �������	� �������� �� 
����	� ������ 2, 7 
9 Ters mühendislik ve kod perdeleme yöntemleri 4 
10 ������������� ��	������� ���������� ��������	��� ��
����� 5 
11 �  � ! "# �������� �� 
����	� ������ 5 
12  ��
���������� �������� 5 
13 Güncel programlama dillerinde izinlerin ve yetkilerin 
�����	 6 
14 Test ve s����
 ������ ������� 7 

COURSE PLAN 
 

 
Weeks 

 
Topics 

Course 
Outcomes 

1 Basic concepts of security 7 
2 Buffer overflow attacks and defenses 1, 7 
3 Buffer overflow attacks and defenses 1, 7 
4 Dynamic memory management 1, 7 
5 Canonicalization attacks and defenses 3, 7 
6 Injection attacks and defenses 2, 7 
7 Real-world attacks examples and their solutions 7 
8 Injection attacks and defenses 2, 7 
9 Reverse engineering and obfuscation methods 4 
10 Basics of cryptology, principles of computer communication 5 
11 XSS & CSRF attacks and defenses 5 
12 Race conditions 5 
13 Permission and authorization mechanisms in contemporary languages 6 
14 Test and static analysis tools 7 

  



 
Dersin ���������� �	
�������� ����������� �������� 

 ��� �M��� �� �KOIPH�� �� �LMP�� � EN !ERM"OFO� �#H$"HNH� HIE "S% "ONMKOFO�&' 
 

VHJ(HIM)MN BCDEFGHIJH H *NS(NMPO +OK,OJMNO RE *EN-SNPMFI .J$C,JENH 
/M,KO

Seviyesi 

1 2 3 

a 
0��������� ����� 1������� �� �23�������� 1���������� 1��������� �23��������� �������� ��������
becerisi 

 X  

b Deney ,MIMNJM)OT )CNC,E"HJPE RE RENHJENH MFMJH� EGHT )SNUPJMPM "E!ENHIH X   

c 
VHN IHI,EPH� IHI,EP "HJE%EFHFH RE)M ICNE!H4 EKSFSPHK� $ERNEIEJ� ISI)MJ� TSJH,HK� E,HK� CNE,HJE"HJHNJHK�
sürdürülebilirlik, emniyet ve kaza önleme gibi istenilen gereksinimleri KMN%OJM)M!MK %EKHJGE ,MIMNJMPM
becerisi 

  X 

d BER!U, "HN )MTO)O RE)M IHI,EPH EJE%,HNEJ )MKJM%OPJM (5�JEPE� HNGEJEPE RE ISFU$,M GC�EJ,PE RE H)HJE%,HNPE
becerisi 

  X 

e VHNGEF $SK GHIHTJHFGEF SJU%MF "HN ,MKOP $MJO%PMIO )CNC,E"HJPE "E!ENHIH     

f Mühendislik problemlerini belirleme, formüle etme ve çözme becerisi  X  

g BEIJEKH RE E,HK ISNUPJUJUKJMNO KMRNMPM   X 

h �,KHF I5�JC RE )M�OJO HJE,H%HP KUNM"HJPE "E!ENHIH     

i BCDEFGHIJHK $5�CPJENHFHF KCNEIEJ� ,STJUPIMJ RE $ERNEIEJ "S)U,JMNGM E,KHIHFH KMRNMPMK H$HF (ENEKEF (EFH%
KMTIMPJO "HN E H,HPE IMDHT SJPM  

  X 

j 6M%MP "S)U 5 NEFPE (ENE HFH MJ(OJMPO% RE KEFGH KEFGHFE 5 NEFPE )E,EFE HFH KM�MFPO% SJPM   X  

k 7CF!EJ8+M GM% KSFUJMNM HJH%KHF "HJ(H IMDH"H SJPM  X  

l BCDEFGHIJHK U)(UJMPMJMNO H$HF (ENEKJH ,EKFHKJENH� )E,EFEKJENH RE PSGENF PCDEFGHIJHK MNM$ RE (ENE$JENHFH
kullanabilme becerisi 

   

m 9E H%EF KS%UJJMNM U)UP IM JMPM )E,EFE H   X  

1: Az,  2. Orta,  3. Yüksek 
 

Relationship between the Course and Computer Engineering Curriculum 
��� �:H,,JE�� �� �*MN,HMJ�� �� �;UJJ�� :EMRE "JMFK H- )SUN MFI<EN HI �=SFE�' 

 

Computer Engineering Department Program Outcomes and Performance Criteria  

Level of 
Contribution 

1 2 3 

a 
an ability to apply knowledge of mathematics, science, and engineering to the field of computer 
engineering 

 X  

b an ability to design and conduct experiments, as well as to analyze and interpret data X   

c 
an ability to design a system, component, or process to meet desired needs within realistic constraints such 
as economic, environmental, social, political, ethical, health and safety, manufacturability, and 
sustainability 

  X 

d an ability to observe and examine an existing structure or system in a criticizing attitude and finally 
correct or enhance it 

  X 

e an ability to function on multi-disciplinary teams    

f an ability to identify, formulate, and solve engineering problems  X  

g an understanding of professional and ethical responsibility   X 

h an ability to communicate effectively    

i the broad education necessary to understand the impact of engineering solutions in a global, economic, 
environmental and societal context 

  X 

j a recognition of the need for, and an ability to engage in life-long learning  X  

k a knowledge of contemporary issues  X  

l an ability to use the techniques, skills, and modern engineering tools necessary for engineering practice    

m an ability to adapt to changing conditions    X  

1: Low, 2. Medium, 3. High  
 



Düzenleyen (Prepared by) 
 

 

Tarih (Date) 
 

10 Ekim 2016 
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